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Version 7.7.3 is a minor release of Websense Data Security offering new features and 
several customer-driven corrections. New features include:

 Mac OS X Mountain Lion (10.8) Data Endpoint support
 Windows 8 Data Endpoint support
 Lotus Notes endpoint email support
 Database discovery on CLOB column types
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Mac OS X Mountain Lion (10.8) Data Endpoint support

The Mac Data Endpoint now supports OS X Mountain Lion (version 10.8).  For a full 
list of Data Endpoint system requirements, visit the Deployment and Installation 
Center in the Technical Library. 

Windows 8 Data Endpoint support

Data Endpoint is now supported on Windows 8 environments, however, applications 
that use the new Windows 8 user interface (Metro) are not monitored.

Lotus Notes endpoint email support

Endpoint Email can now analyze content in email messages sent through IBM Lotus 
Notes.  The following versions of Lotus Notes are supported:

 8.5.1

 8.5.2 FP4

 8.5.3

Database discovery on CLOB column types

Database Discovery can now be performed on Character Large Object (CLOB) 
columns in Oracle databases.
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Installation
Topic 41112 / Updated: 28-Mar-2013

New installation

This section describes where to get instructions for the following:

 Installing the management server
 Installing Data Security agents and supplemental servers

For each installation, download and launch the file WebsenseTRITON773Setup.exe 
rather than WebsenseTRITON77Setup.exe as described.

Installing the management server
The Data Security Management Server is installed on the TRITON management 
server using a unified installer. 

Installation instructions are located in the Websense Technical Library on the 
Websense.com support site.

Installing Data Security agents and supplemental servers
Data Security agents are installed on the machines hosting the relevant server 
software. For example, the TMG agent is installed on the Microsoft TMG server. 

For instructions on installing Data Security agents and supplemental servers, refer to 
the Websense Technical Library. 

Upgrading Data Security

You can upgrade to Websense Data Security v7.7.3 directly from v7.7.0 or v7.7.2. If 
you have an earlier version, however, there are interim steps to perform. These are 
shown in the table below.

Applies To: Websense Data Security

Your current 
version

Step 1 Step 2 Step 3

7.1.x Migrate to 7.6.0 Upgrade to 7.7.2 Upgrade to 7.7.3

7.5.x Upgrade to 7.6.0 Upgrade to 7.7.2 Upgrade to 7.7.3

7.6.x Upgrade to 7.7.2 Upgrade to 7.7.3 none
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This section includes instructions on:

 Upgrading the management server
 Upgrading agents and supplemental servers
 Upgrading the protector or mobile agent
 Upgrading endpoint clients

For best practice, be sure to back up the system before performing an upgrade. 

Before you begin

 The Data Security Management Server uses a variety of ports to communicate 
with other system components. In v7.7, the ports for communicating with Data 
Security components have been consolidated to 17500-17515. If you have not 
done so already, configure your firewall to open these ports before proceeding. 
(You can reconfigure the base port after upgrade using the Modify wizard if 
desired.) 

The management interface (TRITON - Data Security) ports have not changed. 
Leave your existing management ports open.

For information about default ports for Data security, see Default Ports in the 
Websense Technical Library.

Upgrading the management server
1. Perform the actions appropriate to your machine, as described in Preparing for 

upgrade of Data Security in the Deployment and Installation Guide.

2. Ensure that your v7.7.0 or 7.7.2 installation is fully functional. 

3. Disable all network and endpoint discovery tasks as well as all fingerprinting 
tasks so that they don’t run during the upgrade process.

4. Wait until there are no new endpoint discovery incidents appearing in the Data 
Security incidents report.  

7.7.0 Upgrade to 7.7.3 none none

7.7.2 Upgrade to 7.7.3 none none

Note
When you upgrade a Data Security server, it takes time for 
it to download the information necessary for resolving 
source and destination resources such as people, 
computers, and printers. To avoid inaccurate analysis, 
Websense recommends you wait 30 minutes before 
routing traffic through the new system after an upgrade.

Your current 
version

Step 1 Step 2 Step 3
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5. Ensure that your supplemental fingerprint repositories are fully synchronized with 
the primary repository.

6. If you are using regulatory and compliance attributes in your DLP quick policies, 
make a note of the laws that you enforce. You will need to re-configure these 
settings after upgrade. To view your quick policies, navigate to Main > Policy 
Management > DLP Policies. Be sure to note the laws you select on both the 
Inbound and Outbound tabs for email DLP.

7. Download the Data Security pre-upgrade tool dss_773_pre_upgrade_tool.zip 
from MyWebsense.  

8. Place the file in any folder on the management server, extract and run it. It 
requires administrator permissions, so depending on your UAC settings you may 
be prompted to allow it to run as Administrator. When the tool has finished, a log 
file displays results.

If the tool cannot connect to your SQL server, it saves 5 SQL files in the same 
folder as the tool—dss_sql_script_1.sql to dss_sql_script_5.sql. You can log 
onto the server and run the SQL portion of the tool manually by executing the files 
in order.

9. On the TRITON management server, run the TRITON installation package, 
WebsenseTRITON773Setup.exe. This is the same executable used for scratch 
installations. 

10. The installation package detects that earlier versions of the product are installed, 
and automatically start a series of upgrade wizards—one for each of the installed 
components. 

11. Click Next until you complete the wizard. You may be asked to reboot.

12. Log onto the TRITON Console.

13. Select the Data Security tab.

14. You are prompted to update your policies. Follow the prompts. Websense research 
teams stay abreast of regulations across many industries and you should keep your 
policies and classifiers up-to-date. This update can take a while, in some cases 
more than an hour. During this time, do not restart the server or any of the 
services. 

15. If you have Web Security as well as Data Security: 

a. Select Settings > Deployment > System Modules.

b. Listed are 2 instances of each Web Content Gateway module that is registered 
with the system. Delete the older instances. You can identify these by looking 
at the version number that is displayed.

16. If you are using regulatory and compliance attributes in your DLP quick policies, 
re-configure the laws that you noted in step 3. 

17. Click Deploy.

18. Upgrade any Data Security servers, agents, and protectors you have as described 
in the following sections.

19. In TRITON - Data Security, click Deploy to deploy your settings. 
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Upgrading agents and supplemental servers
Do the following to upgrade agents and supplemental servers to version 7.7.3:

1. Upgrade the TRITON management server as described above.  This sequence is 
critical, because if you upgrade supplemental servers or agents first, they stop 
communicating with the management server. If you upgrade the management 
server first, it continues communicating with the components until they are 
upgraded.

2. Perform the actions appropriate to your machine, as described in Preparing for 
upgrade of Data Security in the Deployment and Installation Guide.

3. On the machine you are upgrading, run the TRITON installation package, 
WebsenseTRITON773Setup.exe. This is the same executable used for scratch 
installations. 

4. The installation package detects that earlier versions of the product are installed, 
and automatically start a series of upgrade wizards—one for each of the installed 
components. 

5. Click Next until you complete the wizard. You may be asked to reboot.

6. In TRITON - Data Security, click Deploy to deploy your settings. 

7. It is strongly recommended you wait 30 minutes before routing traffic though the 
upgraded system. 

When you upgrade a Data Security server it takes time for it to download the 
information necessary for resolving source and destination resources such as 
people, computers, and printers. Routing traffic through the system before this is 
complete may result in:

 Potential false positives and negatives.

 File-system discovery starts but immediately indicates “completed with 
errors”.

Refer to the Data Security Deployment and Installation Guide, section Upgrading a 
supplemental Data Security server or standalone agents, for more details on 
upgrading agents and servers. 

Upgrading the protector or mobile agent
Do the following to upgrade your protector from version 7.7.x to v7.7.3:

1. Upgrade the TRITON management server as described above.  This sequence is 
critical, because if you upgrade the protector or mobile agent first, it stops 
communicating with the management server. If you upgrade the management 
server first, it continues communicating with the components until they are 
upgraded.

2. Download the upgrade file WebsenseDataSecurityProtector-Update-773.zip 
from MyWebsense into a temporary directory ( /tmp ) and unzip the file.

3. Copy the file, protector-update-7.7.3-013, into the directory /tmp.

4.  Enter the command:
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chmod +x /tmp/protector-update-7.7.3-013

5. If you are upgrading from v7.6.8, log on as root and run the following command:

rm -r /var/tmp/yum_update_cache 

6. Run the following command:

bash ./tmp/protector-update-7.7.3-013

7. Answer Y on the "Are you sure?" question, and complete the wizard, accepting 
the defaults.

8. Restart the protector when the wizard completes.

9. If you have not alread, log onto the machine as root. 

10.  Run the following command to re-register the protector with the management 
server, then follow the prompts in the wizard:

wizard securecomm

11. In TRITON - Data Security, click Deploy.

12. It is strongly recommended you wait 30 minutes before routing traffic though the 
upgraded system. 

When you upgrade a protector, it takes time for it to download the information 
necessary for resolving source and destination resources such as people, computers, 
and printers. Routing traffic through the system before this is complete may result in 
false positives and negatives.

Upgrading endpoint clients
Before upgrading endpoint clients, do the following: 

1. Upgrade the Data Security Management Server and any supplemental Data 
Security servers.  

2. Disable all discovery tasks so that they don’t run during the upgrade process.

3. Wait until there are no new endpoint discovery incidents appearing in the Data 
Security incidents report.  

Data endpoints follow the same upgrade path as Data Security. You can install 
endpoint packages on top of earlier versions without uninstalling and re-installing 
them.

Windows clients

After you have updated the Data Security Management Server:

1. Go to the %DSS_Home% directory (by default: c:\Program 
Files\Websense\Data Security\client\) and run 
WebsenseEndpointPackageBuilder.exe to create a new endpoint client package.

2. Select Windows for the operating system platform in the package builder wizard.

3. Deploy the v7.7.3 package to each endpoint using GPO, SMS, or a similar 
deployment method. You can install v7.7.3 on top of earlier versions without 
uninstalling and re-installing them.
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4. Restart the endpoint after installation is complete. 

Linux clients

After you have updated the Data Security Management Server:

1. Go to the %DSS_Home% directory (by default: c:\Program 
Files\Websense\Data Security\client\) and run 
WebsenseEndpointPackageBuilder.exe to create a new endpoint client package.

2. Select Linux for the operating system platform in the package builder wizard.

3. To upgrade Data Endpoint software on a Linux computer, copy the correct 
installer to the machine and run it as root.  

 LinuxEndpoint_SFX_installer_el4 - should be used with Red Hat 
Enterprise Linux/CentOS version 4.x.

 LinuxEndpoint_SFX_installer_el5 - should be used with Red Hat 
Enterprise Linux/CentOS version 5.x.

See the Deployment and Installation Center for the specific versions of Linux that are 
supported on Data endpoint.

No reboot is necessary. The endpoint software starts automatically. You can install 
v7.7.x on top of earlier versions without uninstalling and re-installing them.

Refer to the Data Security Deployment and Installation Guide for more details on 
deploying the endpoint. 

Backward Compatibility

Data Endpoint Backward Compatibility
Data Security v7.7.3 can support older endpoint versions if you upgrade your 
management server rather than uninstall and re-install it from scratch. 

The following table shows what older endpoints are able to utilize from Data Security 
v7.7.3. To take advantage of the v7.7.3 corrections and performance enhancements, 
you should upgrade your endpoints to v7.7.3 as soon as possible.

Endpoint 
version

Accept 
new 
policy

Accept 
new 
profile

Accept new 
incidents

Accept 
finger-
print 
updates

Accept 
status 
notific-
ations

7.1.x No No Yes No Yes

7.5.x No No Yes No Yes

7.6.x No No Yes No Yes

7.7.x Yes Yes Yes Yes Yes
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*Although machines with endpoint versions prior to v7.7.x cannot use policies from 
v7.7.3 until they are upgraded, the policies on older endpoints can be put in 
monitoring-only mode for the interim.

When you're ready to upgrade your endpoints to v7.7.3, see Upgrading endpoint 
clients, page 7, for instructions.

Compatibility with Websense Content Gateway
Websense Content Gateway includes an on-board Data Security policy engine. Data 
Security v7.7.3 works with Content Gateway v7.7.0 - v7.7.3; however, to make use of 
the policy engine improvements, you must upgrade Content Gateway to v7.7.3.

Data Security v7.7.3 does not work on appliance or software-only deployments of 
Websense Content Gateway earlier than v7.7.0. 
Version 7.7.3 Release Notes   9



System requirements
Topic 41113 / Updated: 17-Jan-2013

See the Deployment and Installation Center in the Websense Technical Library for 
Data Security hardware requirements. Requirements are listed for each Data Security 
module.

The Mac data endpoint supports Mac OSX v10.6.7-v10.8, 32- and 64- bit.

Applies To: Websense Data Security
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Resolved and known issues
Topic 41114 / Updated: 17-Jan-2013

A list of resolved and known issues is available in the Websense Technical Library. 
You must log on to MyWebsense to view the list.

Applies To: Websense Data Security
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